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For both centralised production batch
scanning or decentralised workgroup
scanning, let EzeScan take the hard
work out of your document digitisation
requirements. With native integration
with many leading EDRMS and finance
systems EzeScan can provide your
organisation the most cost effect
method available to scan, capture
data and profile your documents into
your line of business applications.

Take the hard work out of capturing
emails as records with EzeScan. The
Email Record Capture (ERC) module
provides Records Professional’s with
the same EzeScan batch processing
and power indexing capabilities
previously only available for registering
scanned documents. Capture and
index both header information and
attachments seamlessly into your
EDRMS, ensuring your compliance
requirements are met.
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Call: 1300 EZESCAN (1300 393 722)

Invoice Data Capture

Take the hard work out of your
accounts payable processing with
EzeScan. With advanced automated
data capture, EzeScan delivers the
fastest most cost effective method
available for you to ingest both hard
copy and electronic invoices into your
accounts payable workflow.
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EzeScan WebApps
Automate your business processes and
satisfy your record capture requirements
with EzeScan WebApps. Now all your

staff can capture and upload
information in the correct file format, in
the correct taxonomy, with the correct
metadata, to the correct location, every
time! Select the WebApps you need to
provide powerful hardcopy document
and electronic file capture, document
conversion, digital forms capture,
approval processing and routing directly
to your desired network location or
supported EDRMS.
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AvePoint®

*ReviM

A REVOLUTIONARY INFORMATION
MANAGEMENT SOLUTION FOR

AND

Find out how to make complex information management a thing of
the past with AvePoint RevIM.

www.avepoint.com.au/RevIM
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FROM THE CEO

Kate Walker, Chief Executive Officer, RIM Professionals Australasia

The value of RIMPA

There is no better vehicle than RIMPA to help you build knowledge about records and
information management (RIM) and establish great relationships in the RIM community.

oining RIMPA is an
investment in yourself
and your career. Getting =
involved early and building

your network right throughout

your career, as well as keeping a

network of professional contacts

current just makes sense — when

you have challenges at work, you

know people who have been there

and done that and who can give

you a different perspective and

advice. RIMPA is a great place to

be mentored in whatever skills you

need to learn, and a great way to

hone and display your skills.

RIMPA offers the following
benefits:

+ Networking opportunities
—It's a place to get to know
people and be known. You can
sell your product or your skills,
find a job and make friends.

+ Professional development — RIMPA offers ways to
sharpen your skills, stay abreast of industry trends and
earn certifications needed to advance your career.

+ Gives you a voice - It’s difficult for one voice to change
an industry. RIMPA serves as the voice of the industry
which means it gets heard by legislative bodies. RIMPA
represents you and people listen.

¢ Resources — RIMPA members have more resources
available to help them in meeting the demands of
daily requests.

¢ Education — RIMPA offers education through webinars
and conferences throughout the year, mentoring
opportunities and certification.

+ Professional standing — Joining RIMPA is a great
addition to a resume and signals to an employer
that you are career-minded and stay connected to
your profession.

+ Personal development — RIMPA gives you the
chance to get involved and participate in leadership
opportunities, committees and local events.

+ Professional information — RIMPA members have
access to job boards, online forums, publications, and
much more!

iQ / AUGUST 2016

WITHOUT YOU, RIMPA GANNOT EXIST!

RIMPA counts on YOU and ME - to pay our annual dues,
participate in educational offerings, acquire certifications,
volunteer on branch councils and committees, write
articles, give presentations and network — so that it can
continue to provide opportunities for us all to grow our
careers as RIM professionals.

As an advocate for the RIM professional career and a
long-time supporter of professional organisations, | am
an active member of several professional associations.
Without our membership and participation, professional
organisations cannot exist. The return-on-investment
(RQI) in belonging to a professional organisation can be
priceless when members choose to participate in what is
being offered.

Over the years, | have met some amazing, remarkable
professionals through my active participation in professional
organisations, and some of these individuals have become
some of my very best friends! | have had the opportunity
to serve in a variety of leadership roles. As a result of
expanding my professional network, | have helped others
to secure employment; given and received encouragement
and support; gained new resources; learned and shared
tips and tricks; as well as a whole lot more.

If you are not yet a member of RIMPA, make the decision
today to investigate the benefits and begin connecting with
other RIM professionals worldwide.



Further benefits include the following:

¢ Members receive a minimum 50% discount on all events and
webinars and a minimum 30% discount on inForum — in fact
simply by attending inForum you will receive almost double
your membership cost back in savings.

+ Members receceive up-to-date information direct to your desk
through bi-monthly Around the RIM newsletter and quarterly
IQ magazine.

+ Members have exclusive access to a massive information
library of seminar papers and past /Q articles.

* For your $365 investment, you will receive over $4445 in
return! NB: If you are paying for your own membership (ie,
investing in yourself), you can certainly arrange a payment
plan.

& And so much more! ... career information, marketplace
product and services directory, on-demand webinars,
recognition and awards, industry influence and involvement
(Standards, media comments, responses to government
policy), course recognition, survey results and more.

At $365 (incl GST), membership costs $7 per week — that is a
cheap investment in your career and professional development.

Kate Walker
Chief Executive Officer

FROM THE CE0

See our website at rimpa.com.au. You might also like to checkout
@ F"R M['RE INF“RMATIUN our Facebook page — the link is on the RIMPA homepage.
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INDUSTRY NEWS

WORLDWIDE NEWS &»

National Archives provides expert
assistance to Cuban colleagues

The National Archives of Australia is assisting the Office
of the City Historian in Havana, Cuba to conserve and
preserve historic iron gall ink documents that date from
the period 1550-1661.

Two of the Archives’ senior conservators travelled to Havana
recently to provide restoration expertise and deliver staff
training in this specialised preservation and conservation work.
Iron gall ink, which includes iron salts, has been in use for
many centuries but fades with time, jeopardising collections
worldwide.

The Archives is well placed to provide this assistance
following its recognition in 2011 when it won the Jikji/UNESCO
Memory of the World Prize for contribution to the preservation
of the world’s documentary heritage. The Archives holds many
documents written in iron gall ink, including the Pitcairn Island
Register, 1853-1881, which is currently undergoing intensive
conservation treatment in their Preservation lab in Canberra.

The Office of the City Historian funded the technical
assistance and acquisition of supplies with a grant from the
Council on Australia Latin American Relations (COALAR), a
body established by the Australian Government in 2001 to
enhance Australia’s economic, political and social relations
with Latin America.

Since 1938, the Office of the City Historian has been
responsible for the comprehensive restoration and
transformation of the historic centre of Havana. The City’s
archives contain a rich cultural heritage collection including
the Havana City Council documents. The technical assistance
provided by the Archives will support restoration of these
documents which are widely utilised by researchers and
academics.

Two-thirds of companies see insider

data theft

A recent survey by management consultant Accenture
Plc and HfS Research has found that many businesses
are plagued by data theft by their own employees.

The survey found that out of the 208 organisations surveyed,
69% “experienced an attempted or realised data theft or
corruption by corporate insiders” over the last 12 months.

Media and technology firms, and enterprises in the Asia-
Pacific region reported the highest rates — 77% and 80%,
respectively.

“Everyone’s always known that part of designing security
starts with thinking that your employees could be a risk but
| don’t think anyone could have said it was quite that high,”
Omar Abbosh, Accenture chief strategy officer, said in an
interview in Tel Aviv.

Each year, businesses currently spend an estimated $84
billion to defend against data theft that costs them about $2
trillion — damage that could rise to $90 trillion a year by 2030 if
current trends continue, Abbosh forecast. He recommended
that corporations change their approach to cybersecurity by
cooperating with competitors to develop joint strategies to
outwit increasingly sophisticated cyber-criminals.

e Source: Bloomberg
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New DropBox features announced,
including document scanning

Scanning, sharing and creating files just got easier thanks
to a handful of new Dropbox features. The file-hosting

and cloud-service company has added several additions
to its software platform, particularly with its mobile app for
Apple iOS.

The most notable update includes document scanning through
the Dropbox app, and the ability to create Microsoft Office
documents directly from the app with a front-and-center

‘plus’ button.

Through their camera phone, users can scan and organise
documents like sketches, receipts, printouts and Post-its.
Similar apps provide this service for both iOS and Google
Android, such as Evernote Scannable and CamScanner,
respectively. With the feature natively built into Dropbox
however, you can also search text and keywords within these
scanned documents.

In addition, Dropbox and Microsoft have been longtime
partners and there is already some integration, accessing
Dropbox through the Office suite and vice versa. Starting today,
users can seamlessly create Microsoft Word, PowerPoint and
Excel documents directly within the app by tapping a central
‘plus’ button at the bottom of the screen. Users can further edit
these files using Microsoft’'s own apps.

e Source: CNet

Iron Mountain’s acquisition of
Recall complete

Iron Mountain has announced the completion of its
acquisition of data management group Recall, after the
Federal Court gave the deal a final tick off in early May.

Recall shareholders voted overwhelmingly in favour of US-
based Iron Mountain’s $2.6 billion takeover of the business
records manager in April. The takeover was approved in
March by the Australian Competition & Consumer Commission
(ACCC) after Iron Mountain offloaded a bulk of its Australian
assets. Recall’s board signed off on the sweetened offer mid
last year.

IMAGE: DENNIZN / SHUTTERSTOCK.COM



To win approval for the deal, [ron Mountain laid out its plans
to divest a majority of its Australian assets to the ACCC,
after the watchdog noted the $2.6bn takeover would see
the country’s two largest providers of physical document
management services rolled into one, with a market share of
between 59 and 71 per cent.
e Source: The Australian

Archives recognises world-class
digital achievers

The Australian National University (ANU) and the National
Blood Authority (NBA) were the big winners at the recent
National Archives of Australia’s Digital Excellence Awards.
The awards were presented by the NSW Information
Commissioner Elizabeth Tydd.

Recognising and promoting excellence and innovation in

the management, use and reuse of digital information by
Australian Government agencies, the Digital Excellence Awards
celebrated innovation, better and more efficient government,
user-focused client interfaces, and greater transparency of
important government information.

Winning the large agency category, the ANU was recognised
as an exemplar, through their seamless integration of digitalised
processes and their Electronic Records Management System.

Winning the small agency category, the National Blood
Authority impressed the judges with its transformational work
on building a patient interface into the Australian Bleeding
Disorders Registry.

The judges described the ANU as an ‘exemplar for other
agencies in simplifying and succeeding in digitising high volume
transactions and seamlessly integrating its core enterprise
systems within a dynamic and diverse cultural environment.’

The National Blood Authority entry, MyABDR (a patient
interface with a clinical registry), received acclaim as a true
example of transformation and digital excellence.

e Peter O’Halloran, from the National Blood Authority, ACT is presenting on

‘Digital Continuity 2020 or Digital Irrelevance 2020?” at inForum in Perth,

11-14 September. The NBA, which won one of RIMPA’s J Eddis Linton

Awards in 2015, is also shortlisted for several of the J Eddis Linton awards
this year — to be presented at the Gala Dinner at inForum.

New study finds more than 50% of
SMBs breached in past year

A new US study has found that more than 50% of small and
mid-sized businesses (SMBs) have been breached in the
last 12 months.

The survey, sponsored by Keeper Security and conducted by
the Ponemon Institute, found that no business is too small to
evade a cyber attack or data breach and businesses across all
industries are impacted by this threat.

Only 14% of the companies surveyed rated their ability to
mitigate cyber attacks as highly effective. Confidence in SMB
cybersecurity posture is so low primarily because personnel,
budget and technologies aren't sufficient.

Additionally, IT security priority determination is not centralised
to one specific function in a company, therefore reducing
accountability and resulting in less informed decision making.

The most prevalent attacks against smaller businesses
are web-based and involve phishing and social engineering
breaches. Widely adopted technologies such as anti-virus are
still useful, but they can not be depended on to protect against
exploits and cyber attacks. Three out of four SMBs reported
that exploits have evaded their anti-virus solutions.

INDUSTRY NEWS

The study found that SMBs have a major lack of control and
visibility when it comes to employee password security. Strong
passwords and biometrics are believed to be an essential part
of a security defense, yet 59% of respondents say they have
no visibility into employees’ password practices and hygiene
and 65% do not strictly enforce their documented password
policies.

“We've conducted many surveys on enterprise cybersecurity
in the past but this unique report on SMBs sheds light on the
specific challenges this group faces,” said Dr Larry Ponemon,
chairman and founder of the Ponemon Institute. “Considering
the size of the SMB market in the United States alone, this
information can be useful to diminish the risk of breach to
millions of businesses.”

- The study can be accessed at signup.keepersecurity.com/
state-of-smb-cybersecurity-report/
e Source: Marketwired, 30 June 2016

Gartner’s top 10 technologies for
information security

Gartner has highlighted the top 10 technologies for
information security.

They are as follows:
+ Cloud access security brokers
¢ Adaptive access control

+ Pervasive sandboxing (content detonation) and I0C
confirmation

¢ Endpoint detection and response solutions

+ Big data security analytics at the heart of next-generation
security platforms

+ Machine-readable threat intelligence, including reputation
services

+ Containment and isolation as a foundational security
strategy

+ Software-defined security
+ Interactive application security testing

+ Security gateways, brokers and firewalls to deal with the
internet of things

- For the implications for security organisations, go to gartner.
com/newsroom/id/2778417
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FBI: Hillary Clinton should not be
charged over her private email server

Hillary Clinton will not be indicted
over her use of a private email server
after the FBI found while she was
“extremely careless” there was no
“intentional misconduct”.

FBI Director James Comey’s decision
almost certainly brings the legal part of
the issue to a close and removes the
threat of criminal charges.

US Attorney General Loretta Lynch said
that she would accept the recommmendations of the FBI director
and of career prosecutors. “No charges are appropriate in this
case,” Mr Comey said in making his announcement.

But Mr Comey made that statement after he delivered a
blistering review of Ms Clinton’s actions, saying the FBI found
that 110 emails were sent or received on Ms Clinton’s server
containing classified information.

e Source: News Corp Australia Network

i sz

Recognising Victorian innovation in
records management

The Sir Rupert Hamer Records Management Awards were
announced in June at a gala event in Parliament House.
The Awards showcased projects highlighting the role of
good recordkeeping and record keepers in capturing the
history and culture of Victoria, and in ensuring government
accountability.

On the 24 June, Public Record Office Victoria and the Public
Records Advisory Council presented the 2016 Sir Rupert
Hamer Records Management Awards in a special evening
ceremony at Queens Hall, Parliament House.

- . Y
Next issue

The lowdown on inForum

The November 2016 issue of iQ will
feature a section on all the highlights from
inForum, plus general features. If you
have an article on any RIM-related topic,
we would love to hear from you.

Copy due: Wednesday 28 September
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2016 Award winners included:

+ Wannon Water, for its Plans Database Project, which
involved the digitisation of 21,000 large format hardcopy
plans into an electronic document and records
management system

+ Department of Education and Training, for its program to
make best practice and compliance easy for all staff by
creating one platform for document management and
collaboration, resulting in a faster, easier to use document
and records management system

* Department of Health and Human Services, for its project
which converted a database of ward of the state records to
Public Record Office Victoria’s digital archive

# Agriculture Victoria, which contracted two companies to
design, develop and implement a metadata driven product,
which then allowed a single point of access for all digital /
physical assets and records across the organisation; this
approach resulted in a quick and efficient way to connect
and search all of its databases, regardless of their function,
design or location.

Named after former Victorian Premier and public records
advocate, Sir Rupert Hamer, the awards have been offered by
the Public Records Advisory Council (PRAC) and Public Record
Office Victoria since 1998.

- For more information: http:/prov.vic.gov.au/government/sir-
rupert-hamer-awards
e \Wannon Water is also shortlisted for several of RIMPA's J Eddis Linton

awards, to be presented at the Gala Dinner at inForum in Perth,
11-14 September.

Fire destroys top floor of Essendon
Historical Society Museum

A blaze swept through a 125-year-old former court house
containing old records and valuable photos in Melbourne’s
north-west on 27 June.

The Metropolitan Fire Brigade (MFB) said at least 50 firefighters
tackled the fire at the building, which houses the Essendon
Historical Society Museum in Moonee Pond.

The top floor of the two-storey former court house was fully
ablaze, but crews brought the fire under control within an hour.

A large amount of smoke billowed from the building and
people were advised to avoid the area.

The MFB said a faulty light transformer in the building’s ceiling
caused the fire and the damage bill would be about $450,000.

Essendon Historical Society president Bob Chalmers said he
was devastated.

“We've got all our records and photos inside and we've
worked very, very hard to restore the building in recent times
and now it’s ruined,” he said. “It's heartbreaking.”

Mr Chalmers said the photo collection housed in the building
was valuable.

“Mainly photos of the people and places dating well back so
| don’t know what state they’ll be in, but it won't be very good,”
he said.

“We were in the process of [digitising the photos], and there
are some off site probably that we can rescue but we won'’t
know until we look into it how much we've actually lost.” ¢
e Source: ABC News

GONTACTUS =< If you have any news stories for iQ, please contact
editor.ig@rimpa.com.au

TOP IMAGE: JOSEPH SOHM / SHUTTERSTOCK.COM
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Survey: Employees take
sensitive data when they leave

More than one in four employees takes and/or shares sensitive company data when leaving
a job, according to a recent survey from secure communications solutions provider Biscom.

ore than one in four employees takes
and/or shares sensitive company
data when leaving a job, according
to a recent survey from secure
communications solutions provider Biscom.
Technology decision-makers take heed:
Survey findings show that the technology
a company implements plays a major role in
employees’ decision to take company data. For example,
tools like Dropbox, Google Drive, and e-mail, make it
effortless to take files.
The survey also found:

+ 15% of respondents said they are more likely to take
company data if they are fired or laid off than if they leave
on their own.

+ Of those who take company data, 85% report they take
material they have created themselves and don't feel doing
SO is wrong.

+ Only 25% of respondents report taking data they did not
create.

+ About 95% of respondents said that taking data they did
not create was possible because their company either did
not have policies or technology in place to prevent data
stealing or it ignored its policies.

IT°3 NOT DATA THEFT! - OR IS IT?

“The survey’s results reveal employees as a big security hole,

John Lane, CISO of Biscom, said in a statement. “Companies

can use this information to understand how they can

protect their data. Whether it’s updating employee training,

establishing stricter company policies to prevent data theft,

or obtaining secure tools to store and track company data.”
Although stealing data can result in significant security

risks, most survey respondents reported that they didn’t view

it as data theft. Despite the fact that they’re taking sensitive

information, including company strategy documents, customer

lists, and financial data, the report found that employees don’t

consider their actions malicious or even wrong. The report

concluded that this may be why data theft is so prevalent. +

e Source: LegalTechNews.com

»
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PSYCHOLOGY OF RIM

ENERGISE GOMPLIANGE

WITH AUDITING

can hear some of you saying: “Did you really have to go

there? | cannot stand audits. They are time consuming,

expensive and the business just won't tolerate the

intrusion for information governance (IG) and records
and information management (RIM)”. Sorry, the answer is
yes. Without auditing, you are not able to ensure that the
workforce is actually doing what they are required to do.

| digress, but back in my youth there was a popular cartoon

character named Mr Magoo (you can still watch him on
YouTube) who had very bad eyesight (although he thought it
was perfect) and was always mistaking his surroundings for
his own alternate reality. He happened to have a bald head
and one day he walks into a barber shop and requests a
haircut. When he takes his hat off, the barber finds a single
hair standing up in the middle of his bald head. The barber
dutifully clacks the scissors over his head — forward,
backward, left, right, and finally after some period
of time actually cuts the single hair on his head.
He then pronounces the haircut complete.
Mr Magoo pays him and walks out,
believing that he has had a full haircut.

FACING REALITY

We, in IG/RIM, cannot live in our own
little world, our own reality, thinking that
the workforce has performed activities
to become and maintain compliance
when it is possible (perhaps even likely)
that they are not compliant. Audits help to
assure we are all in the same reality, actually
accomplishing and performing as required.
The good news is that the audit for IG/RIM
does not have to follow the traditional path of financial
audits. In fact, if you do, you may once again find yourself in
your own reality like Mr Magoo, because you are getting a
representative view — not a comprehensive view. You are not
just looking for evidence of processes and the performance
of those processes, you are looking for evidence that each
individual from the executive suite to individual contributor
(employees and contractors) across the company are actually
doing what your policy and procedures say they are to do.
This is good news because you do not need to engage in
time consuming interviews to establish a view of workforce
compliance. What is needed is to develop a list of the IG/
RIM requirements of each individual to each individual, turn
them into questions, and have them respond — Yes, No, or In
Process. This list of questions will need to be tailored based
on area of responsibility and level of responsibility, and there
needs to be departmental questionnaires as well. This does
require some good work upfront to identify the requirements
and turn them into questions but, to the workforce, the
questionnaire they are required to answer is minimally
intrusive — resulting in minimal pushback. This is simple,
straightforward and very powerful.
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Audits help to
ensure we are all
in the same reality,
actually accomplishing
and performing as
required

There is no substitute for an
audit — you must know that your
workforce is actually complying.

By Craig Grimestad

So where do these IG/RIM requirements come from? Your
policies and procedures. That is why it is important that your
policies and procedures have ‘requirements language’ such
as ‘must’, ‘shall’ and ‘will’. Using words like ‘should’, ‘might’
or ‘could’ provides the opportunity for variation of activity,
including no activity at all. You don’t want to spend any
time on non-productive discussions on definition and intent.
Much better to preclude all of that with clear, non-negotiable
requirements language.

HOW DO YOU DEVELOP THE QUESTIONS?

Each requirement from the policies and procedures should
be the subject matter for at least one detailed compliance
question. Not so much “Are you aware of the policy for the
disposal of confidential records?” but rather “At the
proper time, do you dispose of all confidential
records in the shred bins or by shredding
yourself?” The answers are multiple choice:
Yes, No, or In Process.

Yes means yes, the department or
individual is in compliance.

No is a red flag, it means there is a
problem. The department or individual
is non-compliant and doesn’t intend to
become compliant.

In Process means the department

or individual is not yet compliant, but is
committed to becoming compliant and is
working on it.
Those are all the answers you need to
develop a comprehensive view of compliance!
Clearly once you have taken the survey, your work
isn’'t over, it is always an ongoing process. You will need to
follow up with those who say ‘No’ (and also potentially their
management) to help them change their answer to ‘Yes’ or
‘In Process’. For the ‘In Process’ answers, you will want to do
some analysis. Are there questions for which there was an
epidemic of ‘In Process’ responses, indicating a need for a
deeper dive and possible corrective action? Or, is it that they
just need a little more time before they can say ‘Yes'? You
always have the option of following up at any time.

What about evidence of compliance and interviews? For
evidence, use the ‘Trust but Verify’ approach. Let the user
respond without producing evidence, but be on notice that
the evidence may be required at any time. That way the user
is responsible for having evidence, but you only request
it as situations warrant. Interviews are also important, but
conducted only on an as-needed basis as the data identifies a
need for follow-up. Therefore, the intrusions into the business
are kept to a minimum and only occur as driven by the data.
This technique may be unconventional, but it provides a lot of
information with minimal investment, provides for comparative
analysis of progress with subsequent audits, and provides
flexibility in how and when to conduct follow-ups.



Regardless of the technique you choose for
performing an audit, performing an audit will energise
compliance. People respond to actions more than
words, and holding individuals accountable by
checking their IG/RIM performance with an audit will
not only energise compliance, it will provide valuable
feedback for improvements and modifications to
your program.

The audit is such a strong energiser for compliance
that actually even the notice of a coming audit will
energise compliance. Give the workforce advance
notice of the audit, even to the point of sharing the audit
questions in advance, and your audit results will be
better for it. After all, your objective is compliance, not
to identify those who may otherwise have overstated
their performance.

Yes, you really want and need to do this. #

PSYCHOLOGY OF RIM "
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Data-driven leaders

always win

s data the new electricity? Microsoft CEO Satya Nadella

thinks so'. Data, he stated in May this year, is powering

a fourth transformative industrial revolution, just as

steam, electricity, and information technology powered
the first three.

Just as steam (or water) and electricity were connected
with newly emerging technology to bring about transformative
change, good quality and accessible data connected with
new and emerging forms of technology can bring about
transformative change. We experience it regularly, the latest
fad being personal health monitors that tell us if we have had
a good sleep, among other useful things. Predictive analytics
can uncover and deliver deep and often immensely valuable
insights that can reduce costs and drive significant new
economic growth to companies willing to exploit it.

Globally, many organisations (as well as some governments
and cyber criminals, with different motivations for doing so)
have realised the value of accessing and leveraging data,

10 iQ/AUGUST 2016"

Author Jay Zaidi's new book details
a practical holistic framework and
strategies to help organisations
learn to be driven by their data.

Review by Andrew Warland

especially ‘big data. Companies such as eBay, Alibaba,
Uber and Airbnb that have succeeded in this area differ from
traditional bricks and mortar industries, because they are built
around (and sometimes founded solely upon) data, including
data submitted willingly by users on personal devices.

However, accessing and leveraging the value in data
(especially when there is a lot of it) can be a challenge for
many organisations. In Data-driven leaders always win, Jay
Zaidi details a practical holistic framework and strategies
to help organisations learn to be driven by their data. He
describes why good data governance, ownership and
responsibility, accessibility
and security, quality and
interoperability between systems,
and management are all essential
for success.

Zaidi explores the risks and
dangers for organisations that
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are not investing in data, and the potentially massive benefits

when it is successful (Uber, for example). Predictive analytics
can provide a return on investment of as much as 45%.

BECOMING DATA DRIVEN

Organisational theory states that organisations are made up
of three elements: people, processes and technology. To
these three, Zaidi adds a fourth — data. To succeed with data
and become ‘data driven’, executives need to understand
and embrace the importance of data to their business. They
need to treat data as a core business asset and
ask (or learn how to ask) for that data in a form
that they can digest. New roles, such as a
chief data officer, may be required to guide
organisations through the change.

Although Zaidi recommends a
holistic approach to data strategies
and programs, which is certainly
feasible, such approaches may run
the risk of trying to do too much.

These strategies and programs

may be just as likely to succeed if

they begin as relatively small and
focussed data analytics and/or business
intelligence programs that produce simple
dashboards, and grow from there. If the
dashboards ‘hit the spot’ (which is likely),
executives may soon ask for more and more
allowing the program to grow.

The reasons data-related programs fail, according to
Zaidi, include lack of executive interest or focus, ‘old-school’
mindsets (including poor data literacy), or
a generally poor understanding of both the
problem, risks and the potential benefits.
Additionally, the tendency to want to hoard
data (because ‘knowledge is power’)
in ‘data fiefdoms’ can limit the potential
outcomes.

Other factors that can influence the
success of data-related programs include
inadequate data skills within the business

watch?v=z30Yf2Prtgo

1o succeed
with data and
become ‘data driven’,
executives need to
understand and
embrace the importance
of data to their
business

III\ Bibliography
1 https://www.youtube.com/

2 Some commentators have noted that
all the talk about 'big data' is
overlooking the potential value of
‘'small data'. For the purpose of this
review, the term 'data’ refers to both.
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and IT, incorrectly or poorly focussed
specialist expertise, inadequate
analytical capability, poor quality data
or data integrity issues, and generally
low rates of data literacy across the
organisation.
Best practice data management
methodologies are essential foundations
to overcome many of these issues, but their
implementation needs to be consistent and in line

with an overall data strategy. Effective data governance
and stewardship, data modelling, data storage, data
quality and integrity measures, along with the appropriate

management of contextual metadata,
reference data and master data, are all
essential for success.

Records and information management
professionals have key skills especially
around data modelling, reference
and master data management, and
metadata, and accordingly should have
the opportunity to contribute to data-
driven programs. «%
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THE VALUE OF INFORMATION

Most of us are by now aware that the digital era has brought with it a paradigm shift, and
the key to competing in the digital economy requires business model innovation in order
to exploit the value of information assets. Government and its agencies must recognise
this, and start to leverage the value of information assets for continued efficienc

competitive advantage and growth. ’ - ‘ -

By Linda Shave
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The value of information in data-driven
decision making is crucial.

The challenge will be how to sieve through
volumes of digital data to unlock its value.

RIM professionals are vital to the process,
and should take their place at the
executive table.

nformation is the primary resource and product created
by all levels of government and its agencies. As the digital
economy continues to progress, the value of government
information will increase, and managing these information
assets will be crucial to both government and citizens.

Extracting the value of information is fundamental for all
levels of government and its agencies for data-driven
decision making. Data-driven decision making, in brief, is
an approach to business governance that values decisions
based on and backed up by information that can be
authenticated. The success of the data-driven approach is
reliant upon the availability of data, the quality of the data
gathered and the effectiveness of its analysis, interpretation
and use. As such the value of information in data-driven
decision making is crucial to all levels of government and its
agencies — for example:

As it responds to economic demands
In policy development

In supporting decision making

In making evidence-based decisions

In embracing economic opportunities
In administering programs and services

In ensuring transparency and accountability to the public.

For government and its agencies, understanding the value
of information and how it might be used for business
advantage, innovation and growth remains largely untapped.
This shortfall in exploiting and leveraging the value of
government information, both structured and unstructured,
could hinder government and its agencies from being agile to
responding to economic and technological challenges — eg,
the information explosion that Web 3.0 and the continued
evolution of omnipresent technologies will introduce.

Web 3.0 semantic web is the third decade of the web and
the next step in the evolution of the ‘intelligent web’ which is
introducing a new ‘digital” information age for governments
and business. In this era of the all-pervasive cloud and
the Internet-of-Things (loT), semantic technologies will add
meaning to linked data, open up access to data sources and
combine information from disparate sources. The challenge
for government and its agencies will be how to sieve through
the volumes of digital data, find, read and unlock its value,
given the fast pace of technology change and the shortening
of time to obsolescence.

VALUE OF INFORMATION

Government and agencies collect and create large volumes
of data and this ‘information’ is the primary resource. Over
time government and agencies will be increasingly driven to
take a holistic approach to identify the value of all relevant
information assets both structured and unstructured.

Table 1 provides a simplistic overview of how one might
identify the value of information. Value has been narrowed
down to three categories these being worth, importance
and appreciated.

Worth Price and cost
Importance Significance and usefulness
Appreciated Innovative and respected

Table 1 - Value categories and association

As the evolution of the digital economy continues to evolve,
government and its agencies are responding by developing
new programs and services for collaboration, effectiveness,
efficiencies and interoperability between other governments,
government agencies, private enterprise and citizens.
Interoperability via the Cloud could also provide government
and its agencies with additional opportunities for creating,
collecting, storing, managing, searching, accessing and
perpetuating digital data.

The development of these new programs and services will
require government and its agencies to identify the value of
its information. Table 2 provides a sample government value
proposition for developing a new program and service.

Sample government value proposition for developing a
new program and service

Worth Price — Will the proposed program and
service price reflect best value and be
acceptable to private enterprise, the

citizen and/or marketplace?

Cost — Does the proposed
expenditure, outlay and/or expense to
develop the proposed program and
service reflect best value, benefits
realisation and/or return on investment
to the government and its agencies?

Importance Significance — What is the
expectation, aim and/or outcome of
the proposed program and service to

the citizen and/or marketplace?

Usefulness — What is the perceived
convenience, effectiveness and/or
efficiency expected from the proposed
program and service:

a. To/by the government, other
governments and/or government
agencies?

b. To/by the private enterprise, citizen
and/or marketplace?
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Innovative — Does the proposed
program and service reflect state-of-
the art, futuristic and creative use of
information, resources, technology and
innovation?

Appreciated

Respected - Is the proposed program
and service reliable, suitable, sufficient
and/or satisfactory?

a. To the government, other
governments and/or government
agencies?

b. To the private enterprise, citizen and/
or marketplace?

Table 2 — Sample possible value proposition for developing new programs and services

As indicated, extracting the value of information is
fundamental for government and its agencies for data-driven
decision making. The success of the data-driven approach
is reliant upon the availability of data, the quality of the data
gathered, the effectiveness of its analysis, interpretation and
use. Table 3 provides a description of the four data-driven
decision groups.

Data-driven
decision groups

Description

Availability Digital data should be available when
and where it is required.

Accuracy & Digital data must be accurate and

reliability reliable.

Analysis Digital data needs analytic tools to be
able identify the value of the digital
data.

Usability Digital data needs to be in a usable

format if it is to be successfully used
in decision making.

Table 3 — Data-driven decision making four groups
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Failure to understand the value of information could hinder
government and its agencies from being agile to responding
to economic and technological challenges as well as
impacting on data-driven decision making, for example policy
development. Table 4 is a sample government impact table
for policy development and possible consequences. It is
based on the value of information, not being identified, and
the outcomes of the policy failing to meet private enterprise,
citizen and/or marketplace expectations.

Worth Price — Government reputation, lack
of trust in government etc.
Cost — Economic impact, financial etc.
Importance Significance — Based on ISO

31000:2009 Risk management
principles and guidelines significance
could range from moderate to
catastrophic. See Figure 1.

Usefulness — No perceived
convenience, effectiveness and/or
efficiency.

Innovative — Would not reflect state-
of-the art, futuristic or creative use of
government information, resources,
technology and/or innovation.

Appreciated

Respected — Would not be seen as
reliable, suitable, sufficient and/or
satisfactory.

Table 4 — Impact table for policy development if the value of information is not identified

For many years RIM professionals have struggled with the
challenge of justifying their ‘value’; this is an interesting
dilemma and one needs to ask the question — ‘why is this
s0?’ Government and its agencies do not seem to have the
same problem in recognising the ‘value’ of other professional
groups within the wheels of government, such as information
technology (IT), human resources (HR), financial and legal
services. So lets step back and clarify in simple terms what
records and information management is.

Records and information management (RIM) is the method
in which a government and its agencies creates, collects,
identifies, captures, manages, preserves and disposes of its
information assets in all formats including physical, digital,
structured and unstructured.

The primary objective of RIM is to ensure that the right
information is secure and available anytime, anywhere to the
right person, in the right format at the right time and that the
continued value of these information assets is/are identified,
monitored, perpetuated and available in order that this
information can be utilised to its fullest potential.

The ability of government and its agencies to respond
with speed to the needs of economic drivers and citizen
demands depends on how well these information assets
can be collected, created, captured, searched, used and



managed. Further, government and its agencies need to
know the value of the information and how this value can be
extracted in order to make informed decisions. Given the
above synopsis and taking a similar approach, let us apply
the three value categories — worth, importance and being
appreciated — to identify the value of RIM professionals.

See Table 5.

Sample value proposition for RIM professionals

Worth

Price — From the Chief Financial
Officer (CFO) and based on
accounting principles records and
information management (RIM) is
seen as an operational cost of doing
business. The value that RIM as a
service adds to the business remains
in most cases intangible.

Cost — What is the cost, repercussion
and/or ramification for government and
its agencies:

a. In not being having the right
information available, secured and
accessible to the right person, in the
right format at the right time?

b. In not identifying and monitoring
the continued value of information
assets so that the value of these
information assets can be utilised to
fullest potential?

Importance Significance — RIM professionals
status and their skills should be
recognised at executive level in much
the same way that government and
its agencies acknowledge other
professional groups such as IT, HR,

financial and legal services.

Usefulness — RIM professionals
should be acknowledged as a valuable
contributor to the effectiveness and
efficiency of government and its
agencies. RIM professionals should

be seen as enablers/catalysts to
government and its agencies in
responding to the needs of economic
drivers and citizen demands.

Appreciated Innovative — RIM professionals can
bring to the table modern ideas,
methodologies, skills and tools to
assist and contribute to government
and its agencies’ agendas — in much
the same way as other professional
groups such as IT, HR, financial and
legal services?

Respected - RIM professionals

like any other professional body are
proficient, skilled, experienced, trained
and/or endorsed to carry out their
duties in a reliable, suitable, sufficient
and satisfactory manner.

Table 5 — Sample of possible value proposition for RIM professionals

VALUE OF INFORMATION

professionals
should be accepted
as a professional
asset, as a vital cog
in the working of

government. .o

UNDERSTANDING
THE VALUE OF
INFORMATION

As we can observe
from the above,
understanding the value
of information, how it might
be extracted and exploited
to make informed decisions could
help government and its agencies respond to economic,
technological challenges and provide the possible means
for government and its agencies to capitalise on the value of
information for business advantage, innovation and growth.

On the other hand failure to understand the value of
information could hinder governments and its agencies from
being agile to responding to economic and technological
challenges as well as impacting on data-driven decision
making. For example, this lack of understanding of the value of
information could result in policies and practices failing to meet
private enterprise, citizen and/or marketplace expectation and
impact government and its agencies reputation.

Further, understanding the value of RIM professionals may
require government and its agencies’ CFOs and executives
to rethink that RIM professionals are a valuable resource
and investment for government and its agencies. RIM
professionals should be accepted as a professional asset, as
a vital cog in the working of government, in much the same
way as IT, HR, financial and legal services professionals.

By fusing the three value categories for identifying the value
of information:

+ Worth - price and cost
+ Importance — significance and usefulness
+ Appreciated — innovative and respected

...and meshing these to the ISO 31000: 2009 Risk
Management Principles and Guidelines one might be able to
better identify any consequences and possible impacts.
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Risk Management
Practice based on
ISO 31000: 2009

People

Reputation

Business
process and
systems

Knowledge of
systems and
processes.

Internal review.

Minor errors

in systems

Or processes
requiring
corrective action,
or minor delay
without impact on
overall schedule.

1% of Budget
or <$5K

Knowledge of
systems and
processes.

Inspection
required

by internal
committees or
internal audit
to prevent
escalation.

Policy,
procedures

and business
processes
occasionally not
met or services
do not fully meet
needs.

2.5% of Budget
or <$50K

Figure 1 —1S0 31000: 2009 Risk Management Principles and Guidelines
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Consequence

Knowledge of
systems and

Knowledge of
systems and

Knowledge of
systems and

processes. Processes. processes.
Inspection Major loss of Significant asset
required reputation, destruction or
by external seriously other.

committees legal
General’s Office,
or inquest, etc.

compromising
major operations.

One or more key Strategies not Critical system

accountability consistent with failure, bad
requirements not governance/ policy advice
met. Inconvenient ~ compliance or on-going

requirements.
Findings show
service is
fragmented.

non-compliance.
Business severely
affected.

but not impacting
service levels.

> 5% of Budget
or <$500K

> 10% of Budget
or <$5M

>25% of Budget
or >$5M

As previously mentioned semantic technologies will add
meaning to linked data and combine information from disparate
sources. The challenge for government and its agencies will
be how to sieve through the volumes of digital data, find,
read and unlock its value. This rapid pace of technology
change and shortening of time to obsolescence will require
new business models, skills and tools. Valuing and investing
in RIM professionals as we move forward could provide the
government and its agencies with the ability to respond to the
many exigencies it faces, demands which depend on how well
government and its agencies record and information assets are
collected, created, captured, searched, used and managed.

In a digital economy RIM professionals should take their
place at the executive table with their professional peers such
as IT, HR, financial and legal services etc. In the present and
evolving digital economy there is no apparent reason for RIM
professionals not to be valued for their true worth. Value which
if realised could reap enormous benefits to government and
its agencies.
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WHY YOU NEED TO THINK
DIFFERENTLY ABOUT
INFORMATION MANAGEMENT

To maximise our value as information practitioners, it’s time to think differently about how we
manage our information and what we ask our end users to do.

By Alyssa Blackburn

wo recent conversations in very different contexts got
me thinking about information management processes
and how they impact an organisation’s user population.
| have spent a vast majority of my career as an IM
practitioner, mainly in a government environment. Almost
two years ago | made a fairly major life decision to leave
this and change direction completely to work for a vendor
because | found the challenge of user adoption of information
management practices just too hard. Two separate
conversations made me consider several ways organisations
can face this challenge.

A while back, my four-year-old daughter found an old street
directory on our bookcase and bought it out to me wanting

to read it. It was full

of colourful pictures

after alll She asked

me what it was and

| had to really think

hard about how to

explain. | told her it was

something that | used

to use to find my way

when | needed to go

somewhere in the car. She shook her head, laughed at me,
and said, “No Mummy, you don’t use a book, the lady tells
you where to go”. This is a child who has never known a time
before a GPS! | certainly don’t feel that old (depending on the
day of course), but the pace of technology advancement can
certainly be mind boggling at times.
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This conversation recently came flooding back to me when
| was attempting to explain to some (clearly much younger)
colleagues what a physical records repository looked like and
how people interacted with it. | spent a long time trying to
explain what a file was, only to discover that their definition of
a file (document) and mine (folder) were completely different
and we had been talking about different things for quite
some time. They had never had the opportunity to work
with traditional physical files, and in all likelihood, probably
never would. Their level of understanding about how these
processes worked was always going to reflect that.

HOW FAR HAVE WE ADVANCED WITH INFORMATION
MANAGEMENT?

This conversation forced me to reflect on whether we've
really moved as far as we should in the modern practices of
electronic information management. Technology has done

amazing things for us and bought us so many changes in
our everyday lives; it makes me stop and wonder why in
some cases we're still trying to fit a physical information
management model into a highly digital environment. | believe
the management of information is one of the most important
things an organisation can do. Having access to accurate,
relevant and timely information is the cornerstone for an
organisation to achieve business efficient and productivity.
Successful information management idepends on end
users creating, capturing and using information according
to various organisational requirements. However, so many
organisations seem to make this unintuitive for the average
end user.

Many organisations haven’t transitioned their practices
from the ‘old school’ physical environment. They may be
operating with electronic information, but essentially the
processes haven't adapted from the physical world. This
might be enforcing the concept of files (or folders, if you will),




asking an end user to go through a formal record declaration
process, or enforcing a traditional business classification
scheme. It could be any number of things we’ve just adapted
from physical records processes and attempted to squeeze
into an electronic environment.

Maybe it’s time to look at this like we look at the street
directory. A valuable resource of its time, but something that
has since been replaced by different technology. When the
GPS was invented, it didn’t just try and replicate a street
directory, but strove to make it better and work using the best
technology available at the time. And this has continued to
the adoption of smart phones to almost replace the traditional
GPS, as this technology continues to adapt to user demand
and need.

It’s the same for information management. To maximise our
value as information practitioners, it’s time to think differently
about how we manage our information and what we ask our
end users to do.

Information
management practice
and practitioners
should take advantage
of this leap forward in
technology to automate
traditional processes
that relied on an end

user to enact

VALUE OF INFORMATION

HOW GAN WE THINK DIFFERENTLY?

There are three key steps we can take to approach
information management differently and provide the efficiency
and effectiveness organisations need:

TAKE A RISK BASED APPROAGH TO INFORMATION

MANAGEMENT

The volume of information generated today is exponential
and we no longer have the capacity to manage everything
individually like we would in a physical regime. Rather,
information managers should take a controlled, risk-based
approach to identifying information that is of high value and
risk to the organisation. They should focus approximately
80% of their energy on managing this. Everything else can
be grouped and managed more holistically but without the
rigorous oversight. This needs to be aligned with organisational
outcomes, business needs and strategic value, but the focus
should shift to that which is most important.

CHANGE OUR TERMINOLOGY AND MAKE OURSELVES EASIER

TO UNDERSTAND

End users don’t get — nor do they care about — the
difference between a document and a record. As | discovered
recently, the definition of a document/file/folder can mean
different things to different people. Let’'s meet our end
users where they are, rather than trying to force them into
terminology that is, at best, not particularly relevant to them
and, at worst, outdated.

REMOVE THE BURDEN OF TRADITIONAL RECORDS
MANAGEMENT TASKS FOR END USERS

I've talked throughout this article about how technology
has changed. Information management practice and
practitioners should take advantage of this leap forward in
technology to automate traditional processes that relied on an
end user to enact. A good place to start is looking for ways to
automate classification. If a formal record declaration process
is required, technology can automate this rather than relying on
the end user to carry out the action.

[t's important to ask: Do the processes we ask end users
to go through align to the way they work? Or are they at odds
with modern working life? It’s so important to build easy-to-
use information management practices for how users work
now today — not how things worked 20 or 30 years ago. **
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Unlocking the value

of information

In this article, we look at the importance of access to knowledge for society, how that mirrors
the organisational experience, and how records and information management professionals
can engage organisations in the building of information asset value chains.

By Michelle Linton & Kevin Dwyer




he wheels of development turn faster and faster each
decade. Co-author Michelle Linton’s grandfather was
bornin 1901 and died in 1998. He was a man of the
20th century and, in that time, he witnessed change
at 10 times the rate of the previous century. He witnessed
the development of cars, planes, television, man on the
moon, mobile phones and the internet, also the cure for polio
and tuberculosis being found. What was the driver of the
increased pace of change? Put simply, access to knowledge.

In 1727, Benjamin Franklin introduced the first public library
to Philadelphia. Prior to that, sharing knowledge to a wide
audience was difficult and the privilege of only the wealthy
who could afford to purchase books. Libraries meant anyone
could access knowledge and understand t